IEEE 802.11 Architecture

Architecture Components

An 302.11 LAN 15 based on a cellular architecture where the system 15 subdivided mto ce
cell (called Basic Service Set or BS5, mn the 30211 nomenclature) 15 contrelled by 2 Bas
Access Point, or in short AP).



IEEE 802.171 Layers Description

Ag any 802 = protoco], the 302,11 protoce] covers the MMAIC and Phvsical Layer, the Standard currently
dafines a single MAC which interacts with three PHY: (all of them rumming at 1 and 2 hbit's) -

=  Freguency Hopping Spread Specoum in the 2.4 GHz Band
* Direct Sequence Spread Specoum in the 2.4 GHz Band, and
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Bevond the standard funetonality usually performed by BMAC Tavers, the 80211 MAC performs other
functions that are typically related to upper laver protocols, such as Fragmentation, Packet Fetransmitions,
and Acknowladges.

The MAC Layer
The MAC Laver defines two different access methods, the Distributed Coordination Function and the
Point Coordimation Fancton:

The Basic Access Method: CSMA/CA

The basic access mechanizm, called Distribmted Coordination Fonetion, 15 basically a Camier Semse
Multiple Access with Collision Avoidance mechanism (wsually kmown as CSNAMCA). CEMA protocols
are well knowm in the ndustry, whers the most popalar is the Ethemet, which is 3 CEMANCD protocol
(CD standing for Collision Detection).

A CEMA protocol works as follows: A station desiring to ransmit senzes the mediom, if the medinm iz
busy (ie. some other station 15 wansmittng) then the station will defer its wansmission to a later ime, if
the medivm 15 sensed free then the station is allowed to transmit.

These kand of protocols are very effective when the medium is not heavily loaded, since it allows stations
to tramsmit with minimnm delay, but thers 15 alwavs a chanee of stations tramsoutting at the same tims
{collistom), cansed by the fact that the stations senzed the medium free and decided to ransmit at once.



These collision simations mmst be idemtified, s0 the MAC layer can retranzmit the packet by itzalf and not
by npper lavers, which would canse significant delay. In the Ethemet case this collision is recognized by
the wansmitting stations which go to 3 retransmission phase based om an exponential rapdom backoff
algorithm.

While these Collision Dietection mechanisms arz a good idea om a wired LA, they canmot be used on a
Wireless LAN environment, becanse of two main reasons:

1. Implementing a Collision Detection Machanism would reguire the implementation of a Full Duplex
radio, capable of ransmittng and receiving at once, an approach that would increase the price
sigmificantly.

2. Oma Wireless environment we cannet assume that all stations kear each other {(which is the basic
assumiption of the Collisiom Detection scheme), and the fact that a station willing to transot and
senses the madinm free, dossn’t necessarily mean that the medivm is free aroumd the raceiver area.

In order to overcome these problems, the $02.11 nses a Collizion Avoidance mechanism togsther with a
Positive Acknowladze scheme, as follows:

A station willing to gansmit senses the medium, if the medium is busy then it defers. If the medium is
free for a specified time (called DIFS, Distributed Inter Frame Space, i the standand) then the statton is
allowed to wansmit, the receiving station will check the CRC of the received packet and send an
acknowledement packet (ACEK). Beceipt of the ackowladzment will indicate the transmitter that na
collision ceowrmed. I the sendar does not receive the acknowledement then it will retransmis the fragment
untl it gets ackmowledged or throwm away after a given rumbar of retransmissions.

Virmal Carrer Sense
In order to reduce the probability of two stations celliding because they carmot hear each other, the
standard defines a Virtnal Camier Sense mechanizm:

A station willing to transmidt a3 packet will first ransmuit a short conirol packet called RTS (Request To
Semd), which will include the source, destination, and the duration of the following transaction {i.e. the
packst and the respective ACK), the destimation station will respond (if the mediom is free) with 2

responze cortrol Packet called CTS (Clear to Send), which will inelude the same duration imformation.

Al srations receiving either the BTS andior the CTS, will set their Virtnal Carrier Sense indicator
(called NAV, for Network Allecation Vector), for the given duration, and will nse this information
topather with the Physical Carrier Senze when sensing the medinm

This mechanizm reduces the probability of 3 collision on the receiver area by 3 station that is “hidden™
from the ransmitter, to the short duration of the BTS transoission, becawse the station will hear the CTS
and “razerve” the medinm as busy untl the end of the tramzaction. The duration information on the BETS
also protects the transmiter area from collisions durng the ACKE (by stations that are out of range from
the acknowledping station).

It should also be noted that because of the fact that the BTS and CTS are short frames, it 2lso reduces the
owerhead of collisions, since these are recognizad faster than it would be recognized if the whols packst
was to be wansmirtad, (this is true if the packst is significantly bigzger than the BTS, so the standard



allomrs for short packets to be ransmuitted withowt the RTS/CTS tranzaction, and this is contrallad per
statiom by a parameter callad RTS Threshold).

The following diazrams show a wansaction barwesn two statdons A and B, and the MAW setting of their
naizhbars:
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The WAY 5tate is combined with the physical carmier semse to indicate the busy state of the meadinm.

MAC Level Acknowledgmentis

As mentioned earlier in this document, the MAC layer performs the Collision Detection by expacting the
reception of an acknowledee to any transmitied fragment (exceptiom o these are packets that have maore
than ome destination, such as Multcasts, which are not acknowledged).

Fragmeniation and Reassembly

Typical LAN protocols use packsts of several hundrads of bytes (2_g Ethemet lomgest packet could be up
1o 1518 bytes long), om a Wireless LAN environment there are some reasons why it wonld be preferable to
use smaller packets:

# Because of the higher Bit Ervor Eate of a radie link | the probability of a packet to get cormupted
increases with the packst size.

#  Incase of packet cormuption (either becanse of collision or noize), the smallest the packst the less
owerbead It causes 1o reransomit it

*  {m a Frequency Hopping system, the medium is intermpted periodically for hopping (in our case
every 20 millizeconds), so the smaller the packet, the smaller the chanes that the fransmission will be
postponad to after the dwell ime.



O the other hand, it dossn’t maks senze to introducs a new LAN protocoel that canmet deal with packsts
of 1518 bytes which are used on Ethernat, 5o the committes decided 1o solve the problem by adding a
simple frapmentatiorireassembly mechanism at the MAC Layer.

The mechanizm is 3 simple Send-and-Wait algorithm, where the tramsmitting statbon is not allowed o
tramsmit 3 newr frazment until ong of the following happens:

1. Eeceives an ACHK for the zaid fragment, or
2. Dectdss that the fragment was retransmitted too many times and drops the whole frame

It should be noted that the standard dees allow the station 1o transmit 1o a different address betwaen
reransnussions of 3 given frapment, this iz paricularly nsaful when an AP has several outstanding
packsts to different destinations and one of them does not respond.

The following diagram shows a frame (ASDU) being divided to several frapments (MMEDTT):
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Inter Frame Spaces
The Stangdard defines 4 types of Inter Frame Spaces, which ares use to provide different priorities:

# SIFS - Which stands for Short Inter Frame Space, s used to separate transmizssions belonging to 2
single dialog (e.g. Fragment-Ack), and is the mininmm Irter Frame Space, and there is alwavs at
mzat one single station to transmit at this given time, henee having priority over all other stations.
This value iz 3 fized value per PHY and is calenlated in such a way that the transmuitting station will
be able to switch back to receive mode and be capabls of decoding the incomming packes, on the
802.11 FH PEY this value is set to 28 microseconds

« PIFS - Point Coosordination IFS, iz used by the Access Point {or Point Coordinater, as called in this
caza), to gain access to the medinm before any other station.

This value iz 5IFS plus 2 5lot Time (defined m the following paragraph), ie 78 microseconds.

« DIIFS - Distributed IFS, is the Intar Frame Space wsed for a station willing to start a new
tranzmuission, which is calculated as PIFS plus one slot ime, ie. 128 microseconds and

« EIF5 - Extended IFS, which 15 a longer IFS used by a station that has received a packet that could
not wnderstand, this is needad to prevent the station (who conld mot understand the duration
information for the Virtual Carmier Sense) from colliding with a future packet belonging o the
current dialoe.



Exponential Backoff Algorithm
Backeff is a well known method to resolve contention between differemt stations willing to access the
medium, the method requires each statton 1o choose a FRandom Number (n) betweaen 0 and a given

number, and wait for this mmber of Slots before accessimg the medivam, always chacking whether a
different statiom has accessed the medinm befors.

The 51at Time is defined i such a way that a station will always be capable of detsrmining if other
station has accessed the medinm at the begiming of the previous slot. This reduces the collision
probability by half.

Exponentizl Backofl means that each tme the station chooses a slot and happens to collide, it will
increase the maximmm mumber for the random selection exponentially.

The 80211 standard defines an Exponential Backoff Alzorithm, that must be executed in the following

CAEE

« Ifwhen the station senses the medium before the first transmission of a packet, and the medium is
busy,

« After each retransmizsion, and

& After a snecessful transmission

The only case when this mechanizm s not used is when the station decides to Tansmit a new packet and
the medium has been free for more than DIFS.

The followmg figure shows a schematie of the access mechanizm:
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How Does a Station Join an existing Cell (BSS)?

When a station wants to access an existing B55 (either after power-up, sleep mode, or just entering the
B55 area), the station needs to get synchromization information from the Access Point (or from the other
stations when in ad-hoe mode, which will be disenssed later).

The statiom can get this information by one of two means:

1. Passive scanning: In thizs case the station jnst waits to recetve a Beacon Frame from the AP, (the
beacon frame is 3 periodic frame sent by the AR with symehromization information), or

2. Actve Zeanming: Imthis case the station tries to find an Access Point by tramsmitting Probe Faguest
Frames, and waiting for Probe Besponse from the AP

The two methods are valid, and either one can be chosen according fo the power
consumption/performance wadeoff.

The Authentication Process

Omice the station has found am Access Point, and decided to join its BSS, it will go through the
Anthentication Process, which is the imterchangs of information between the AP and the station, whers
each side prowes the kmowladze of 3 given passwnond.

The Association Process

When the statiom is authenticatad, then it will start the Asseciation Process, which is the exchanga of
information about the stations and B5S capabilities, and which allows the D55 (the set of APs o know
abont the current position of the station). Only afier the associzton process is completad, a station is
capable of ransomuitiing and receiving data frames.

Roaming

Foamung is the process of moving from one cell (or B535) to another without leosing conmection. This
function is similar to the cellular phomes handowver, with tero main differences:

# Oma LAN system which 15 packet based, the transiton from cell to cell may be performed between
packs: transmissions, as opposed to elephony where the tramsiton may ocour during a phone
conversation, this makes the LAN roaming a little easier, but

#  Omoa wolce system & temporary discomnection may not affect the conversation, while on a packet based
envirenment it will reduce significantly the performance becanse retransmission would be performed
by the upper layer protocols.

The 802.11 standard does not define how should the roaming be performed, but defines the basic tools for
that, this mcludes the active/passive scanning, and a re-association process, where a station which is
roaming from one Access Point to another will become associatted with the new one”.



Keeping Synchronization

Stations nead to keep synchronization, this is needed for keeping hopping symchronized, and other
fimetons ke Powar Saving. Om an infrastucire BSE this is perfommed by all the stations updating their
clocks acconding to the AP's clock, nsing the following mechanism:

The AP wansmits periodic frames callsd Beacon Frames, these frames contain the value of the APz
clock an the moment of the transmission (note that this is the moment when the transmission really
oocurs, and not when it i pat in the quene for transmission, since the Beacon Frame 15 wansmitted using
the miles of CSMA, the transmission may be delayed significantly).

The receiving stations check the value of their clock at the receiving moment, and cormect it to keep
synehronizing with the AP's clock, this prevents clock drifiing which conld cause loss of ssmch aftera
couple of hours of eperaton.

Security
Security iz one of the first comeems of people deploving a Wireless LAN the 802 11 commities has
addressad the izsue by providing what is called WEP (Wired Egunivalent Privacy).

The main concems of wsers are that an intreder would not be able 1o
*  Access the Metwork resources by using similar Wireless LANW equipment, and
* Be able to capture the Wireless LAN maffic (eavesdropping)

Preventing Access to Network Resources

This 15 done by the use of an Anthentication mechanizm wheres a station needs 1o prove Enowladze of the
current key, this is very similar to the Wired LAN privacy, on the sense that an intrader needs w enter the
premuses by using a physical kev) in order to conmect his workstation to the wired LAR,

Eavesdropping

Eavesdropping is prevented by the use of the WEP algorithm which is a Pseudo Fandom Number
Generator indtialized by a shared sacret key. This FRMNG ontpurs a key seguence of prendo-random bits
egqual in lemgth to the larpest possible packet which is combined wnth the outgoing/incomming packet
produocing the packet tramsmitted in the air.

The WEP alzorithm iz 2 simple alzorithm bazed on B54°s BC4 alzorithm which has the following
DToperties:
+* Reasonably strong:
Brute-force attack to this algorithm iz difficult becanse of the fact that every frame is sent with an
Imitialization Vector which restarts the PENG for each frame.
«  Self Svnchronizing;
The alzorithm synchronizes again for each message, this is needed in order to work on a
connectiomlass environment, where packets may zet lost (as any LAMN).



Frame Types

There are three main (vpes of Tames;
# Diata Frames: which are used for data ransmission
# Conmol Frames: which are used to comirel aceess to the medivm {e.g. BTS, CTS, and ACE), and

Management Frames: which are frames that are ransmited the same way as data frames to exchangs
management information, but are not forwardad to npper lavers.

Each of these tvpes 15 a5 well subdivided inte different Subtypes, acconding to their specific fimcton.



Frame Formats

All 80211 frames are composed by the following components

Preamble | PLCP Header | MAC Data | crC

Preamble
This is PHY dependsnt, and includes:

Symch: An 80-bit sequence of altemating zercs and ones, which is used by the PHY circnitry to select
the appropriate anterma (1f divessity is used), and to reach steady-state frequency offset comection and
symehromization with the received packst doung, and

SFIx A Start Frame delimiter which consists of the 16-bit binary pattern 0000 1100 1011 1101,
which is nsed to define the frame toung.

PLCP Header

The FLCP Header is always mansmitted at 1 Mbit's and contains Logieal information that will be nsed by
the PHY Laver to decode the frame, and consists of;

PLCP_PDU Length Word: which represents the number of bytes contained in the packet, this is
usafnl for the FHY o comectly detect the end of packst,

PLCP Signaling Field: which curmently contains only the rate information, encoded in 0.5 MBps
increments from 1 Mbit's to 4.5 Mbit's, and

Header Error Check Field: Which iz 2 16 Bit CE.C amor detection field

MAC Data

The following figure shows the general MAC Frame Format, part of the fields are only present on part of
the frames as described later.

Detats: 2 2 i i} & 2 & - 232 4
Frame Duration’ i Eequence Frame
conirol o Addrass 1 | Addiess 2 | Aodress 3 Control Address 4 Body CRC
- -

MAC Header




Frame Control Field
The Frame Control field contzins the following mformation:

ag E1EZ 2324 BT BB =L] =M B1i1 Bi2 B13 =i B15
Profocel - To | From | Mae | oo, | PEr [ Mo | .
Versien fFe Suntyne pe | 08 | Frag | PV | mgt | Data | WEF [Oree

B S N W S S S R R =

Bits: 2 2 4 1 1 i 1 1 i 1 i

Protocol Version
This field consists of 2 bits which are invariant in size and placement across following versions of the
80211 Standard, and will be used to recopnize possthle future versions. In the current version of the

standard the value is fized as 0.




Type and Subtype
This & bits defing the Typs and SubType of the frams as indicated in the following table:

Type Value | Type Descripfion Subtype Subtype Description
b3 b2 Value
b7 b b3 bd
00 Manazement [ Aszsociation Feguest
| Managemen: 0001 Aszsociation Fesponse
00 Managemen: Q010 Fieassociation Request
00 Managemen: 0011 Fieazsociation Response
oo hanagement 010a Frobe Fequest
g hanagement 0101 FProbe Fasponse
00 blanagement 0110-0111 Feserved
a0 blanagement 1000 Beacon
0a hManagement 1001 AT
oa Manapement 1010 Disassociation
a0 blanagement 1011 Anthentcation
a0 blanagement 1100 Dreanthentcation
oo hanagement 1101-1111 Fezerved
0l Control 0000-1001 Feserved
1 Conmol 10140 F5-Foll
1 Conmal 1011 ET5
1l Conmal 11040 CTS
1 Conmal 1101 ACKE
01 Comntral 1110 CF End
al Comirol 1111 CF End = CF-ACEK
10 Diata 0aoag Dlata
10 Diata 0001 Diata + CF-Ack
1a Diata oala Diata + CF-Faoll
10 Dlata 0011 Data + CF-Ack + CF-Fuoll
10 Diata Q100 Bull Funiction (no data)
10 Diata o101 CE-Ack (no data)
10 Data 0110 CF-Poll (no data)
10 Diata 0111 CF-Ack = CF-Poll (no data)
11 Diata 1000-1111 Fezerved
11 Fezarved 0000-1111 Feserved




ToDS

This bit 15 set to 1 when the frame 15 addressed to the AP for forwarding it to the Dhstnbuotion System
{mclnding the case whers the destination station is in the same BSS, and the AP is to relay the frame]).
The Bit is set to 0 in all other frames.

FromDS

This bt 15 st to 1 when th eframe 15 comming from the Distribution System.

More Fragments

This bt i5 zet to 1 whemn there are more fragments belongmg to the same frame followmmg this current
fragment.

Retry

This bt indicates that this fragment iz 3 retramsmizsion of 3 previonsly ransmitted frapment, this will be
uzad by the receiver station to recoenize duplicate wansmizsions of frames that may accur when an
Ackmowladzment packst is lost

Power Management

This bit indicates the Power Managsment mode that the station will be iy after the transmission of this
frames_ This is nsed by stations which are changing state aither from Power Save to Aective or vicevarsa.

More Data

This bt 15 also used for Power Management and it 1s uzsed by the AP to indicats that there are more frames
buffered to this station. The station may decide to nse this information 1o cortine polling ar even
changing mode o Active.

WEP
This kit indicates that the frame bady is encrypted aocording to the WEP alzorithm

Order
This bit indicates that this frame is being sent using the Strictly-Ordered service class

? The Stnictly-Orderad Service Class is defimed for nsers that cannot accept change of oredrng between
Unicast Frames and Muliicast Frames (ordenmg of uwnicast frames to a specific address is always
maintaingd). The only kmoem protoco] that would need this service class is DEC s LAT.



Curation/1D

This field has two mearimgs depending on the frame typs:
In Power-Save Poll messages this is the Statdom 10, and
I all other frames this is the duration value used for the WAV Calculation.

Address Fields

A frame may contain up to 4 Addresses depending on the TeD)S and FromDy5 bits defined in the Control
Field, zs fiollowrs:

Address-1 iz alwavs the Fecipient Addrass (ie. the staton on the B5S who is the immediate recipient of
the packer), if ToD5 is set this is the Address of the AP, if ToD5 is not set then this 1s the address of the
end-statiom.

Address-2 iz alwavs the Transmitter Address (Le. the statiom who 15 physically ransmitting the packst), if
FromD5 15 set this is the address of the AP, if it is not set then it is the address of the Station.

Address-3 is in most cases the remaming, missing address, on a frame with FromD5 set to 1, then the
Address-3 is the omginal Source Address, if the frame has the ToD'5 set then Address 3 is the destimation
Address.

Address-4 iz used on the special case where a Wireless Dhstnibution Svstem is used, and the frame iz
bemmg ransmitted from one Aceess Point to another, m this case both the ToDS and FromD$5 bits are set,
s both the orzgmal Destination and the original Souree Addresses are missing.

The following Table summarnizes the usaze of the differsnt Addresses according to the ToldS and FromDNs
bits setting:

To DS From DS | Address 1 | Address 2 | Address 3 | Address 4
1] 0 DA 54 BS5ID MIA
i} 1 DA BSSIDx SA MIA
1 0 BESID 54 DA MIA
1 1 EA TA DA A

Sequence Control

The Saguence Comirol Field iz used to represent the order of different fragments belonging to the same
frame, and to recognize packet duplicatioms, it consists of two subfields Fragment Number, and Seguence
Mumber, which define the frame and the mumber of the fragment in the frame.

CRC
The CR.C iz a 32 bit field containing a 32-bit Cyelic Redumdaney Checl (CRC)



Most Common Frames Format

RTS Frame Format

Tha BETE frame looks as follows:
ocletss 2 2 B E 4
“rame
Contral Dumatian HA TA CRC
o -
WAL Header

The B4 of the BTS frams is the address of the STA, on the wireless medivm, that is the intended
immediate recipient of the next Data or Management frame.

The TA shall be the address of the 3TA transmitting the ETS frame.

The Duration value is the time, in microseconds, raguired to transmit the next Data or bManagement
frame, plus ome CTS frame, plus one ACK frame, plus three SIFS intervals.

CTS Frame Format
The CTS frame locks as follows:

oclets 2 2 il 4
Srame
Comin Duratian RA CRC
MALC Headel

The Fecaiver Address (RA) of the CTS frame is copled from the Transmiter Address (TA) field of the
immediately previcus B TS frame to which the CTS iz a responss.

The Duratiom value is the value obtainad from the Duration field of the mmmediately previous BETE frame,
muinus the time, in micresecomds, required to wansmit the CTS frame and its 5IFS mterval.



ACK Frame Format

The ACE frame looks as follows:.
aclets- 2 2 B 4
“rame
il Duratian BA CRC
ot ]
MAC Header

The Feeeiver Address of the ACK frame s copied from the Address 2 field of the immediately previous
frame.

If the More Fragmen: bit was set to 0 in the Frams Control fisld of the previous frame, the Duration value
iz sat tor 0, otherwise the Duration value 15 obtained from the Daration fisld of the previouws frame, minws
the time, in muicroseconds, required to tramsmit the ACK frame and its S3IFS interval.

Point Coordination Function (PCF)

Beyond the basic Dismibuted Coordination Pumetion, there is an optional Point Coordination Function,
which may be used to implement tme-bounded services, like vodce or video mansmuission. This Point
Coordination Function makes use of the hizher priodity that the Access Point may gan by the nse of a
smaller Inter Frame Space (FIFS).

By using this hizher priority access the Access Point issues polling requests 1o the stations for data
transmission, hence comtrolling the medium access. In onder to allow regular stations the capability to sall
access the medinm, there is a provision that the Access Point must leave encugh time for Distrbuted

Access in bereresn the BCF

Ad-hoc Networks

In certain circumstances the wsers will desire to budld wp Wireless LAN networks without an infrastmcture
{more specifically without an Aceess Point), thizs may inclede file transfer betweaen two notebooks users, a
coworksrs meeting outside the office, ate.

The 80211 Standard addresses this need by the definitiom of an “ad-hoc” mode of operatiom, in this caze
thers is no Access Point and part of its functionality is performed by the end-user stations (like Beacon
Gremeration, symehromization, ete), and other funetions are not supported (like frame-relaving betweaen two
statioms not in range, or Power Saving).



